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Skill Area 5 – Standard ways of working with IT

5.1 Ensure work is accurate and clear and is saved appropriately

Candidates need to understand ways in which IT can help with their work, and be able to compare the use of IT with other methods, in order to appreciate both the advantages and disadvantages of using IT. Candidates should be aware that information stored in a computer should be accurate, consistent and reliable, and that it should be stored securely.

Questions may, for example, require candidates to:
a. identify different types of inaccuracy (including mistakes in content, spelling, grammar and lay out);
b. identify ways of checking information for accuracy (including proof-reading, spell checking, using print preview, grammar checking, identifying and verifying sources, asking others);
c. identify sensitive information (including health records, police records, pay records, bank statements, credit card statements) and ways of keeping it confidential (including physical security, passwords);
d. identify material that may be copyright and the purpose of copyright protection;
e. identify ways that information may be damaged (including viruses, vandalism, breakdown, accidental damage, theft) and how its loss may be prevented (including backup files, keeping original paper records);
f. identify ways of recovering from data loss (including backup of data files to a secure medium, saving data files often and with different filenames, keeping a log of changes);
g. identify and define suitable directory (folder) structures for storing files;
h. identify types of physical stress potentially related to using IT systems (including RSI, visual fatigue) and ways of reducing these problems (including equipment position, seating, lighting, breaks);
i. identify potential hazards in IT workplaces (including power supplies, cable lay out, position of equipment).
Standard ways of working with IT

There are many reasons for having standard ways of working with IT. Candidates need to know that information in IT systems can easily be lost or misused. They also need to know how to check if information sources are secure and honest and how to check for spelling, punctuation and grammatical errors.

Security of information

· Unauthorised people may gain access to confidential information.
· People may copy original work and present it as their own.
· Files may be lost, corrupted by a virus or damaged in other ways.
· Computers or disks may be damaged so information stored in them cannot be recovered.
· Inaccurate or poorly written information may confuse or annoy readers.
· Information presented professionally may be believed, even though it may be inaccurate.
· Poorly laid-out workplaces may cause physical stress or be hazardous to IT operators, which may result in a security risk to information.
Security of Internet data source

Ensure the source of information is correct, i.e:

· If this is from the Internet, can it be trusted?  

· Is it from a legitimate site?

· Does it have a security padlock at the bottom right-hand corner to show it’s a secure site?
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Security of verbal data source 

If someone has given the information verbally, are they:

· Telling the truth?  

· Are they to be trusted? 

· Are they an authority or just a passing acquaintance giving their opinion?

Security of written data source 

If you’ve read about the subject, is it from:

· A well-known magazine or paper (who could be in trouble if they publish inaccurate work)?

· A comic (which might take a humorous stand on a serious subject)?

· Out-of-date or a recent publication?
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Spelling and grammar

To check spelling and grammar - Tools menu, Spelling and Grammar. Spelling errors are highlighted in red; grammar in green.

Is the spelling and grammar checker set for UK language?  Sometimes, this is defaulted to English (U.S.), which will correct words with American spelling.  To set for English (U.K.):

Tools menu, Language, Set Language, select English (U.K.).
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Once selected, click on Default and select ‘Yes’.
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Use of Thesaurus 
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Does the user know how to use a Thesaurus to check it’s the correct word for the meaning? English is notoriously difficult when it comes to words sounding the same but meaning something different, I,e. ‘stationary’ or ‘stationery’:

To select Thesaurus: 

Tools menu, Language, Thesaurus. 
Shortcuts to Spellchecker and Thesaurus

The spelling and grammar checker macro is on the Standard toolbar
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Use of F Keys (generally at the top of the keyboard)

Spelling and Grammar checker
F7
Thesaurus 



Shift + F7
Use of Alt Key

Spelling and Grammar checker
Tap Alt, Press T, Return or Enter
Thesaurus 



Tap Alt, Press T, L, T
Proofreading techniques

Proofreading is the method used to manually check work for errors.  The most time-efficient way to proofread your work is to do the whole document at once, then correct all the errors. If your spelling, grammar and punctuation skills are poor, this can be difficult to do.  However, the following methods can be used to help:

1. If you are copying other people’s work:

a. Lay the original and the printed copy next to one another.  Run your left index finger along the text on the original document, while you run your right index finger along the matching text on the copy.

2. If it’s your own work:

a. Leave the work for a while, then read the work through, saying the words out loud (in your head if there’s someone around!) to help you spot errors.

3. Ask someone else to read your work.

Manuscript correction signs – shortcuts to highlight errors

There are a variety of approved manuscript corrections signs that you can use when you are marking the errors on your work (or if someone else is reading your work, get them to use them) to help you quickly find all the errors for correcting. At the end of this section, you will find a list of the most commonly used.

A couple of tips on marking work that you are proof-reading: 

1. Use a different coloured pen, possible red if you have one, to make the errors stand out.  

2. Put an X at the end of the line where the mistake is located as it’s quicker to spot something outside the line of type.

Checking overall layout

Check that the layout is consistent:

1) Check line spacing between paragraphs and headings is the same throughout.
2) Check that fonts size doesn’t vary in the same paragraph or piece of work.
3) Check headings are the same size and style.
Methods of checking over-all document:
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Print preview - File menu, Print Preview.  This shows the over-all look of the document.
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Zoom – you can vary this to any proportion, ie, 100% shows the document lay out as it will be printed; 50% shows it half the size.

Advantage of Zoom

You can work on the document when it is in Zoom view – you can move pictures and text around so they are at their best advantage.  This is much better (but less used for some reason) than Print Preview as it is more ‘user friendly’.

3)
Print out and check final document.
Security of Information

Copyright Law

There are issues that must be thought about before reproducing work written by others, including from the Internet:

1988 Copyright, Designs and Patents Act   ©

The Copyright Law is designed to stop people copying original work and then using it as though they have produced or thought of the idea themselves.  If you can see the following symbol © you know the work is protected.

The Law covers work in these categories for the duration of the stated number of years:

1) Literary






70 years

2) Dramatic






70 years

3) Musical






70 years

4) Artistic






70 years

5) Typographical arrangement of publisher editions
25 years

6) Sound recording





50 years

7) Films







70 years

8) Broadcasts and cable programmes


50 years

9) Computer programs (literary work)


70 years

For instance, if you try to copy a picture from the Internet and can’t do it … it probably means it’s copyrighted.  If you copy and paste whole chunks of work from the Internet or a CD-Rom without acknowledging its source, that’s copyright abuse.

Some organisations obtain permission by way of a licence to copy a percentage of work, ie, from a book or magazine, but they have to pay for the privilege.  Schools and colleges generally obtain a licence so that students can use the work for educational research and study.

For more information, click on the link to the 1988 Copyright, Designs and Patents Act.
Data Protection Act

Any personal, confidential information held on computer or on printout hard copies covered under the above Act. 

The sort of confidential information we are referring to here includes:

· health records

· police records

· pay records

· bank statements

· credit card statements

What you shouldn’t do:

1) Leave confidential information on disks or on printouts lying around for unauthorised people to see.
2) Fax confidential information unless you’re really sure the person it’s for is at the other end waiting for it (even then, it’s risky).
3) Leave your computer unattended with confidential information on the screen.

What you should do is:

1) Secure your computer to your desk by use of a padlock.
2) If using a laptop, lock this away when you are out of the office (or lock the office door if you have a key).
3) Use a password on your computer and change this every few weeks so that no-one guesses it.
4) Lock your screen if you leave your desk for a short while (usually you can press Ctrl, Alt and Delete to find this lock – ask your IT Technician how to do this on your system).
5) Regularly back-up work on CD, disk, tape, etc, and put it in a secure location away from your computer.
6) Never leave CDs, disks, etc, where others can pick them up and carry them away.
7) Log out of bank/credit card accounts on the Internet rather than just moving onto another site (someone may get lucky and use the Back key and find out your details – most banks won’t allow this to happen … but you never know).
8) Learn that Ctrl + S will save your work instantly and only takes a fraction of a second to do!

Click on this link for more information on the:

Data Protection Act 1984.
How to secure data against loss

Ways in which data can be lost on computer:

1) Power cuts – always save regularly when producing work as a power cut can damage files and make it impossible to get into them again (in particular, this can happen with an Access database).
2) Computer breakdown – always back-up work regularly.  If your system crashes, you may lose weeks, even months, of work.
3) Vandalism or accidental damage – someone might damage your computer system on purpose or accidentally.
4) Theft – the whole computer can be picked up and carried away if it’s not in a secure location.
5) Virus picked up from the Internet – you can get virus checkers and firewalls to help protect your system.  Even so, it is still possible for a rare, newer, strain to get through these.

6) Hard copy – keep paper back-up copies if possible.
Tip on saving work:
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You can see the date by changing the View and selecting Details when you are opening a file.  

However, to ensure you don’t save an older copy of a document over a newer one, at the end of the file name:

1) Add the date or a number, etc, to help identify the most recent.
2) Use a different name for each update.
3) Keep a log of all the new changes .
You can change the layout of your files so that each one appears in the same format.  See section below on Windows Explorer to find out how to do this.

Recap on housekeeping using Word, Excel, etc

As this is a fundamental rule, one which is often broken, we felt it important to re-cap the basics of housekeeping.  It is very important to name files correctly so you know exactly what’s in them.  On some systems there are guidelines that you must adhere to including:

Don’t leave spaces in file names

Don’t use  ?   /  -  in the name

You should also put types of files into folders.  There are different ways to create folders – by creating a folder in Microsoft Word, Excel, Access, etc, or by creating a folder using Windows Explorer.
1)
Microsoft Word – select Save.  Select Create New Folder.
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Name the new folder and click OK
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Your new folder will now appear.

Re-cap on housekeeping using Windows Explorer

One of the easiest ways to move your files and folders around is to use Windows Explorer.  To activate this:

Hold down the Window key (located at the bottom of your keyboard, to the left of the spacebar) and tap E.  This will load Windows Explorer.  Select File, New, Folder:
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A new folder will appear.  Type in the name of your new folder now:

Don’t worry if all of your files are outside of your folder.  You and click and drag them inside.

You can create as many folders and sub-folders as you like.  You can drag a drop folders as well as files so that they are in the right place.
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Desktop shortcut

You can also create a shortcut to your folder so that it is on your desktop - right-click over the folder and select Send To, Desktop:

File structures
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Layout of files varies depending on the view you are using.  

Select the View you prefer and set it as a default (still in Windows Explorer). Select Tools, Folder Options.
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Physical and mental stress

Most people now know about RSI (repetitive strain injury) and WRULD (work-related upper limb disorder).  These are fairly modern problems as before computers, typists had to leave their desk to collect information from filing cabinets, stop working to receive phone calls or visit people in other areas. Now we have databases on computer with all the information we require, the Internet for further information and emails rather than phone calls.  Constantly being at your workstation can affect the body in various ways including:

	Problem area
	Resulting from

	Fingers and wrists
	Typing too much without a break.
Using the mouse continually (index  and middle fingers)

	Neck, shoulders and back
	Sitting incorrectly

	Eyes
	Staring at the screen without a break.  Sunshine reflecting in screen

	Mental health
	Pressure of working to deadlines.  Dealing with machine breakdown. Working on repetitive and monotonous tasks in isolation (data processing).


The Health and Safety Executive are concerned about these and have written the Display Screen Equipment regulations 1992. Ways in which users can help avoid or cut down on these problems include:

1) positioning of equipment (away from direct sunlight);
2) position of screen (so that the neck feels comfortable);
3) flat screen supplied with anti-glare material.
4) ergonomically-designed chair and desk (designed for humans rather than visual attractiveness or fashion);
5) wrist rests or support gloves;
6) position of equipment so that the body isn’t twisted;
7) suitable lighting;
8) regular eye tests;
9) regular breaks from the computer;
10) Action planning and prioritising work (including planning breaks, filing and other manual tasks to get you away from your desk).
Potential IT hazards

It may be obvious to say that the position of equipment can make a safe or hazardous environment - Workplace (Health, Safety and Welfare) Regulations 1992 were set up to regulate this.  For instance:

1) Are the computer cables visible and trailing where people walk?

2) Is the equipment near the edge of the desk or near kettles, where it could get knocked or suffer water damage?

3) Is your chair the right height and distance from the computer?

4) Does the light or sunshine reflect into your eyes?

5) Is there sufficient ventilation, heating, etc, available?

6) Is there an eating area away from the computer to avoid food or drink being spilt on the keyboard or computer?

Look around your work are and see if you think your area is safe. 
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Practice questions

1) The Data Protection Act is to:

a. Stop people copying your work

b. Stop your hands hurting from typing too much

c. Stop people using your details without your permission

d. Stop the computer from crashing

2) If you have lost a file or folder, you can make use of:

a. My Favourites

b. Directory search tool

c. The Internet

d. Find and Exchange

3) You should regularly save your work.  A quick shortcut to saving works that has been named is:

a. Ctrl + V

b. Ctrl + C

c. Ctrl + D

d. Ctrl + S

4) To save your work on disk, you need to save it to:

a. C: Drive

b. G: Drive

c. A: Drive

d. E: Drive

5) How can you ensure that confidential information on computer is kept safe:

a. Password protected

b. Back-up files

c. Printed hard copy

d. Emailed to home

Answers

1) The Data Protection Act is to:

Stop people using your details without your permission

2) If you have lost a file or folder, you can make use of:

Directory search tool

3) You should regularly save your work.  A quick shortcut to saving works that has been named is:

Ctrl + S

4) To save your work on disk, you need to save it to:

A: Drive

5) How can you ensure that confidential information on computer is kept safe:

Password protected

BBC and QCA practice test papers – Key Skills in IT Level 2

BBC Test Paper 1 - Key Skills in IT Level 2
(http://www.bbc.co.uk/apps/ifl/keyskills/quizengine?quiz=it1;templateStyle=it;platform=keyskills_platform)
BBC Test Paper 2 - Key Skills in IT Level 2
(http://www.bbc.co.uk/apps/ifl/keyskills/quizengine?quiz=2it1;templateStyle=it2;platform=keyskills_platform)

QCA Test Paper Series 1 - Key Skills in IT Level 2
(http://www.qca.org.uk/ages14-19/downloads/it_lvl_2.pdf)
QCA Test Paper Series 2 - Key Skills in IT Level 2
(http://www.qca.org.uk/ages14-19/downloads/it_lvl_2_set_2.pdf)
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